First Time Login for New Hires using VPN &
Qualfon PCs

Introduction

This process is to be used for a New Hire logging in for the FIRST Time ONLY, OR if you are logging into
a replacement PC for the FIRST Time. This is NOT for any Work at Home Agents if you've already signed
into this PC before. You would follow this link.

Details
1. Ensure you are registered in MS Authenticator before performing any of these steps. If you are

not registered, follow the Register on MS Authenticator process first, then come back and perform

the rest of these steps.

2. Power on the Qualfon PC and it will load the following screen:

Press Ctrl«Alt+Delete to unlock
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Wednesday, January 4

3. Press Ctrl + Alt + Delete and click OK:

Welcome to the Qualfon Network

Please note that your data will automatically be removed from this computer if you

do not use it for 15 days. Thank you.



http://support.qualfon.com/help/logging-into-qualfon-vpn-via-cisco-anyconnect-ms-authenticator
http://support.qualfon.com/help/register-on-ms-authenticator

4. This login screen will appear:

Other user

Sign in to: QUALFONCENTER

5. Click on theicon in the bottom right that looks like 2 PC screens next to each other and it will

open Cisco AnyConnect:

6. Manually re-type vpnsbl.qualfon.com inside Cisco AnyConnect and click Connect. Enter your

Qualfon username (firstname.lastname, not @qualfon.com) and password.

NOTE: You will be sent an MS Auth Push to your mobile device to authorize the login.
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7. After allowing, or approving, the MS Auth push on your mobile device, accept the Qualfon

agreement.

NOTE: If using SMS only for MS Authenticator, please contact the Service Desk for further help

signing in to the new PC.

Cisco AnyConnect

privileged information.

This computer system is "FOR OFFICIAL USE ONLY™ by specifically
authorized personnel and indudes confidential, proprietary and

This system may be subject to monitoring. No expectation of privacy is
to be assumed.Unauthorized attempts to access, upload, download or
change information on this system or other unauthonzed activities are
subject to disciplinary action including termination, and criminal and civil
prosecution.

Disconnect

8. This login screen will appear and you'll see a 2nd icon with 2 PC screens in the bottom right corner,

one with an X' showing as the option to disconnect. Now that we are connected to the Qualfon

network, sign in with the same Qualfon username and password under ‘Other User'.


http://support.qualfon.com/help/contacts

Other user

9. After signing in and the desktop loads, navigate to the bottom right corner and open the Cisco

AnyConnect icon. Click on Disconnect.
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10. Change the VPN option to 1: vpn.qualfon.com and click ‘Connect’ again.

’SJ Cisco AnyConnect Secure Mobility Client — X

ﬂ"@ VPN:
| _“] Ready to connect.

[ 1: vpn.qualfon.com

a0 s

11. On the Microsoft screen, sign in with your Qualfon email address and click Next.
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q Sign-in options

12. Enter your Qualfon password at the prompt and click on Sign in.
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[[Password ]

13. MS Authenticator will now display a code on your computer screen as well as notify you on your

mobile device:



am Microsoft
amy.zartman@gualfon.com

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

21

Mo numbers in your app? Make sure to upgrade to
the latest version.

I can't use my Microsoft Authenticator app right now

Maore information

A. Enter that code into the MS Authenticator app on your mobile device and clickYES:



Enter the number shown 10 sign in.

B. The Approve sign-in? box will appear, follow the instructions to enter whatever item to
unlock your screen lock (i.e. PIN #, face ID, pattern, fingerprint, etc.) to finish that sign-in.



Approve sign-in?_ |

14. Click Verify and accept the Qualfon agreement.

Cisco AnyConnect

This computer system is "FOR OFFICIAL USE ONLY" by specifically -
authorized personnel and includes confidential, proprietary and
privileged information.

This system may be subject to monitoring. No expectation of privacy is
to be assumed.Unauthorized attempts to access, upload, download or
change information on this system or other unauthorized activities are

subject to disciplinary action including termination, and eriminal and civil

prosecution.
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15. You are now connected to the Qualfon network and can proceed accordingly. Reminder, these
instructions are only to be used the very first time you log into the Qualfon VPN on a Qualfon PC.
You'll log in normally from here on out, per the Logging into Qualfon VPN via Cisco AnyConnect &

MS Authenticator process, depending on how you authenticate.
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